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•	ransomware is common and costly.

•	Defending against ransomware is difficult and expensive.

•	Organizations can decrease ransomware risks by following a few best 
practices.

•	mSps can help businesses stay operational by offering security services.

•	AlienVault OtX is a free exchange that provides threat information.
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Once infected with ransomware, businesses 
often find that recovery isn’t necessarily easy. 
Decrypting without the key is virtually impos-
sible, and even if a company pays the ransom, 
there is no guarantee that the key will be 
provided. Even the FBI has changed its tune, 
recommending against paying the ransom for 
the decryption key instead of paying it upfront.

Overview
Ransomware can be costly for businesses, 
not just in the decryption-key cost that ran-
somware demands, but in the time and 
productivity that is lost as an organization 
deals with the hit. Defense against threats like 
ransomware and malware can be costly and 
time consuming, especially for small and 
mid-size businesses (SMBs) that don’t have 
the staff or resources to devote to around-the-
clock detection. Managed service providers 
(MSPs) are well suited to fill the gap by 
offering security services as part of their 
existing service portfolio. Use of The 
AlienVault® Open Threat Exchange® (OTX™)— 
a free exchange with extensive threat informa-
tion—provides MSPs with valuable threat 
detection and response information.

context
Nick Cavalancia discussed the challenges that 
businesses face when ransomware hits, and 
how MSPs can help businesses stay opera-
tional. garrett gross looked at the global 
spread of recent ransomware WannaCry and 
what tools and best practices can help protect 
businesses from ransomware.

Key takeaways 
ransomware is common and costly.
Over the last 12 months, ransomware hit 
about 33% of all organizations, with 50% to 
80% of all small and mid-sized businesses 
(SMBs) being victims of ransomware. Every 
business today is at risk for a ransomware 
attack. 

Once you have this 
infection, are you going to 

recover? Maybe. (But) 
you’re not going to decrypt 

this data.

garrett gross

case study: Wannacry

Ransomware worm WannaCry spread quickly 
on May 12, 2017, encrypting data on systems 
around the world and typically demanding 
$200 to $500 for the decryption key. The worm 
took advantage of a flaw in Microsoft Server 
Message Block version 1 to replicate itself 
across machines; even though a Microsoft 
patch was issued that March, enough systems 
remained without the patch that the worm was 
able to spread faster than any worm seen 
recently.
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Beyond just the cost of paying the ransom, 
dealing with ransomware attacks can be 
extremely time consuming and can hurt 
organizational productivity. This is an issue for 
firms of all sizes, but especially for SMBs that 
lack the staff or resources to respond or to 
defend against such attacks.

defending against ransomware is 
difficult and expensive.
Defending against ransomware like WannaCry 
and its variants is difficult. It can be expensive to 
implement and manage, requiring multiple 
technologies just to detect one type of attack. 
Technologies required to detect an attack include:

•	Anti-virus/anti-malware

•	File integrity monitoring

•	Firewalls

•	Network intrusion detection

•	Website security scans

•	Network isolation

Detecting and defending against CryptoLocker 
ransomware involves deploying and using 
multiple tools. 

Organizations can decrease 
ransomware risks by following a few 
best practices.
Best practices that organizations can take to 
decrease risks from ransomware include:

•	Keep patches up to date. Ensure operating 
system environments—desktops, servers, 
and devices—are patched, and that security 
solutions are running with the latest patch-
es and intelligence.

•	Disable unnecessary services. Evaluate 
the services running on each machine and 
disable any that are not needed.

•	Segment networks. Architect the environ-
ment to include network segmentation and 
a least-privilege mode to limit the ability for 
ransomware to traverse the network.

•	train employees. All members of the 
organization should be trained on how to 
identify phishing attempts, and how to 
report and protect the organization if they 
think they have become infected.

•	Use backups. Implement a backup plan 
with offline backups, and verify the solution 
to ensure the backups will be available in 
the event they are needed to keep the 
organization running.

msPs can help businesses stay 
operational by offering security 
services.
The proliferation of ransomware and other 
system security attacks provides managed 
service providers with a strong opportunity to 
support clients by offering various security 
services as well as business continuity 
support.

technology tool monitors

Host intrusion 
detection system 
(IDS)

 – Windows API calls
 – Registry entries
 – File hashes

Vulnerability scanner Known vulnerabilities

Network IDS  – File hashes
 – Network activity/
installation

Security information 
and event  
management (SIem)

Network communications 
known to hosts

Detecting and defending Against CryptoLocker
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“You’re telling your 
customer: I’m not just 
protecting you from a 
virus; I’m also helping 
your business stay 
operational.” 

Nick Cavalancia

Security services integrate well with the other 
services that MSPs already offer, creating a 
larger, well-protected ecosystem. These 
security services can include layered protec-
tion including anti-virus, endpoint security, 
monitoring, incident response, and system 
backup, including workstations and laptops.

However, even for an MSP, maintaining and 
managing all of the various tools and technolo-
gies to defend against ransomware can be 
costly, both in time and money, requiring an 
MSP to focus on the environment, and not on 
the clients and their issues.

alienvault Otx is a free exchange 
that provides threat information.
MSPs can refocus on clients and on clients’ 
issues by participating in the AlienVault Open 
Threat Exchange (OTX), the world’s first truly 
open threat intelligence community that 
enables collaborative defense with actionable, 
community-powered threat data. AlienVault 
OTX provides open access to a global commu-
nity of threat researchers and security profes-
sionals. It now has more than 65,000 
participants in 140 countries, who contribute 
over 14 million threat indicators daily.

OTX data can be used directly with the 
AlienVault Unified Security Management™ 
(USM) platform and other security tools using 
the DirectConnect API, SDK (software devel-
oper kit), STIX (Structured Threat Information 
eXpression) and TAXII (Trusted Automated 
eXchange of Indicator Information).
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The AlienVault Labs Security Research Team 
uses human and machine intelligence to 
analyze, validate, and curate global threat data 
collected by the Open Threat Exchange. The 
AlienVault team maximizes the efficiency of 
any security-monitoring program by perform-
ing the analysis and delivering continuous 
automatic updates to the USM platform. This 
practice allows customers to spend their time 
mitigating threats rather than researching 
them. No other vendor has the ability to 
provide a customer with the level of threat 

intelligence integration and correlation that 
the AlienVault USM platform delivers. In fact, 
AlienVault time-to-detection in the USM 
platform is often on the same day an exploit is 
discovered, and sometimes as much as three 
months in advance.

additional information 
To learn how you can accelerate your MSSP 
program with the all-in-one AlienVault® USM™ 
platform, visit www.alienvault.com/partners.
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